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SARA Android Ransomware Targets Viethamese Mobile Users in Fake App
Scheme , Android lockers and ransomware were prevalent a couple of years
ago, especially during the RansomLock craze. Today, while they remain in the
mobile threat landscape, their prevalence has dwindled. These threats
typically lock users out of their devices and display a ransom message,
demanding payment to regain access with an unlock code. Many variants
exist, but one particular variant with screen locking and file encryption
capabilities, SARA, appears to have gained traction.
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2. ERV=E=ERAIGEF RAG

docs = [ (Emr list BE) ]

text _splitter = CharacterTextSplitter(chunk size=20, chunk overlap=5)
documents = text splitter.split documents(docs)

embeddings = OllamaEmbeddings()

HENX RN EIZgZBERIDE] - chunk size 273 gy K/
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chunk_overlap 2E&1



2. ERV=E=ERAIGEF RAG

persist directory = 'db’
vectordb = Chroma.from_documents(documents=documents,

embedding=embeddings, persist directory=persist directory)

E£H Chroma Z1/[M=& 1’ &




2. ERV=E=ERAIGEF RAG

retriever = vectordb.as retriever()

Vector Database 5% % retriever

document_chain = create stuff_documents chain(llm, prompt)

retrieval chain create _retrieval chain(retriever, document_chain)

#2717 retrieval _chain ' 1% vectordb 1@ ZEZRIEENEL LLM 185




2. ERV>=ERAIGEF RAG

context = []

input _text = input('>>> ')

while input text.lower() != 'bye':
response = retrieval chain.invoke({

"input’: 1nput_text,
‘context’': context
:
1)
print(response| "answer'])
context = response| 'context']
input_text = input('>>> ")
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>>> SMS Stealer
According to my previous output, SMS Stealer is a type of Android malware that has been distributed through an extensive campaign tar

geting victims in 113 countries since at least 2022. It primarily spreads via malvertising and Telegram bots, leading users to malici
ous webpages mimicking the Google Play store. The malware has data theft capabilities focused on stealing SMS messages and 2FA One-ti
me passwords (OTPs), which could aid attackers in further fraudulent activities or phishing campaigns.
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I 3. Efl7Z A Vector Database

- BFRTEER embed Z#E KA vector database
A SE batchsize fEHI- &=




3. Ef17Z A Vector Database

docs = []
loader = CSVLoader('.\data\\thehackernews-2024-67-31.csv')

docs = loader.load and split()

documents = text splitter.split documents(docs)
vectordb = Chroma.from documents(documents=documents,
embedding=embeddings, persist directory=persist directory)

vectordb.persist()
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3. Ef17Z A Vector Database

~rA T — /, \
vectordb = Chroma.add documents(documents=documents, %_—)\TQT‘?AJ/X
embedding=embeddings, add_documents

A

persist_directory=persist_directory) M T |

LTl

vectordb.persist() ﬁ%?—f-iéf%(i}ﬁ




I 4. (£ Django & Ngrok %2:&% Line bot

» A Django B2 & Line bot 23

* Ngrok ZE AR E1THVAR TS BEIE 2 A 77 BY




5. Line bot [O][E& 1% RAG

e Line bot server MEFEARIF:E LLM FOFE2R
« £ Line bot IO EER> code JIAMAY LLM FIEL 73

context = []

response = retrieval chain.invoke({
"input’': input_text,
‘context': context

})

line bot_api.reply message(

event.reply token,
TextSendMessage(text=response| "answer'])

)




I 6. 0 A VirusTotal API

EFERAZEYLIFIA "VirusTotal <hash_value> ; B91%
I HIEEMAEZRE VirusTotal ERIEST

- BEEBREAERBHEIEZESR hash 57




6. 10 A VirusTotal API

if input_text[:10] == "VirusTotal":
file = client.get _object("/files/"+input_text[11l:])
line bot api.reply message(

event.reply token,
TextSendMessage(text=file.last analysis stats)

IE0U VirusTotal api &8 1L hash BIHEEE
last_analysis_stats &I HAm IS ER

#BIAE T {malicious': 68, 'suspicious": 0, 'undetected': 4, 'harmless': 0, 'timeout": 0,
‘confirmed-timeout": 0, 'failure’: 0, 'type-unsupported": 7}
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« B1ARE  HIMNEREIRE—iK MX450 ( 2GB VRAM )

« X1 5 from _documents EIELIBINERIES - (BEEERIFRUNR
LEMBRNGEE R EERFEESR S EEARMIMESNER

» [B]fE X | ngrok ;2 %] HTTP status code

23:12:02.348 CST POST /testl/callback
22:57:48.745 CST POST /testl/callback
22:51:18.982 CST POST /testl/callback

22:51:13.258 CST POST /testl/callback
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h Based on my knowledge, SMS Stealer is a type of malware that targets mobile devices and steals
W text messages (SMS) from infected phones. It can capture and log entire conversations, including
sensitive information such as login credentials, financial information, or personal messages.

Once installed, the malware can secretly monitor incoming and outgoing text messages, allowing
~ hackers to access critical data. SMS Stealer is often spread through phishing attacks,
compromised apps, or fake updates, making it essential for mobile users to be vigilant about
their online activities and take steps to protect their devices from this type of malicious software.

Would you like to know more about how to prevent SMS Stealer infections or what are the
common signs of infection? 1113




VirusTotal APl &3§

VirusTotal 44d8861 2fea8a
8f36de82e1278abb02f

{'malicious’: 67,
'suspicious’: 0,
'undetected': 4,

‘harmless’: 0, timeout”:
0, ‘confirmed-timeout’:
0, 'failure”: O,
'‘type-unsupported': 7}
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